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 Large Language Model and Generative AI Penetration Testing Report 

2024Q3 / v1.0 

Project Objective 

Abacus Group was contracted by  to perform scoped penetration testing between the dates of September 17, 

2024, and October 11, 2024, on   of Transcripts Large Language Model (LLM) and generative 

Artificial Intelligence (AI) along with its associated web application. 

Objectives of this Exercise: 

 Replicate the vantage point of a malicious actor and identify high-risk vulnerabilities in   

 of Transcripts application.

 Bring the weakest areas of  security posture to the forefront by exploiting the highest risk vulnerabilities 

and attack vectors found within the in-scope application. 

 Provide full due diligence information to  such as vulnerability details, risk mitigation recommendations,

reconnaissance processes, exploitation methods, information system statistics, any compromised credentials, any

acquired system configuration files, network diagrams, and more.

Abacus Group performed testing in accordance with the OWASP (Open Web Application Security Project) Web Security 

Testing guidelines as well as the OWASP Top Ten for Large Language Models (LLM). The findings in this report are limited 

to those that were within the scope of the Rules of Engagement. The penetration testing and this report are not 

exhaustive, as the security landscape is constantly evolving. Furthermore, resource restrictions and the need to avoid 

impacting business operations limit the testing that may be performed.  

This report reflects the security position of the   of Transcripts during the dates in which the 

testing was conducted. Future changes to any applications or infrastructure will change the security position of the 

environment from its current state. Additionally, as time passes, new types of attacks may arise which were previously 

unknown to the security industry. Considering this, Abacus Group always recommends that all information systems 

undergo periodic security testing within a reasonable timeframe. 
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 Large Language Model Penetration Testing Methodology 

Abacus Group’s approach to penetration testing for Large Language Model (LLM) applications involves a systematic 

approach to identify and mitigate security vulnerabilities in line with industry security standards and best practices. Despite 

LLM and generative Artificial Intelligence (AI) being a nascent technology, established security best practices and standards 

have been well defined and understood by top cyber security organizations. Abacus Group’s approach to testing follows 

general penetration testing guidelines as outlined in the Penetration Testing Execution Standard (PTES) and combines that 

with highly nuanced attack vectors and tactics published by the Open Web Application Security Project (OWASP).    

1. Planning and Preparation

 Define Scope: Determine the boundaries of the test, including which LLM applications, APIs, and interfaces will be

tested.

 Set Objectives: Establish the goals of the engagement based upon the specific business use cases of  and

applicable compensating controls, such as identifying data leakage, unauthorized access, or model manipulation.

 Gather Information: Collect details about the LLM architecture, deployment environment, and security policies.

2. Reconnaissance

 Passive Reconnaissance: Gather information without interacting directly with the LLM, such as analyzing

documentation, public APIs, and open-source intelligence (OSINT).

 Active Reconnaissance: Interact with the LLM to gather more detailed information, such as querying the model to

understand its behavior and responses.

3. Vulnerability Identification

 Input Validation: Test for vulnerabilities related to input handling, such as injection attacks, prompt manipulation,

and adversarial inputs.

 Authentication and Authorization: Assess the mechanisms in place to ensure only authorized users can access the

LLM and its functionalities.

 Data Exposure: Check for unintended data leakage through model responses, including sensitive information or

proprietary data.

 Model Behavior: Evaluate the model’s behavior under various conditions to identify potential biases, ethical

concerns, and security risks.

4. Exploitation

 Simulate Attacks: Perform controlled attacks to exploit identified vulnerabilities, such as prompt injection, data

extraction, and model inversion attacks.

 Privilege Escalation: Attempt to gain higher levels of access or control over the LLM application.

 Persistence: Test the ability to maintain access or control over the LLM after initial exploitation.

5. Post-Exploitation

 Impact Analysis: Assess the potential impact of successful exploitation on the organization, including data

breaches, reputational damage, and operational disruption.

 Evidence Collection: Document the findings, including the methods used, vulnerabilities discovered, and the impact

of exploitation.
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Risk Scoring 

To present the findings in a manner easily digested and prioritized, Abacus Group uses the traditional aspects of Magnitude 

of Impact and Ease of Exploitation to determine the Level of Risk associated with individual findings identified in this 

security assessment. 

Magnitude of Impact 

The Magnitude of Impact rating is a measure of the damage each weakness could inflict on the organization and is based 

on access, data, etc., obtained through exploitation (i.e., level of access gained, types of information accessed, the strength 

of security measures bypassed). 

Rating Definition 

HIGH 
Exploitation could seriously affect system confidentiality, availability, integrity, or 

authentication. Resources to mitigate high risks should receive priority.  

MODERATE 
Exploitation could moderately affect system confidentiality, availability, integrity, or 

authentication. 

LOW 

Exploitation could minimally affect system confidentiality, availability, integrity, or 

authentication. The presence of multiple low impact findings could result in a finding with 

a higher impact rating. 

Ease of Exploitation 

The Ease of Exploitation rating measures the degree of difficulty for exploiting each finding. The higher the rating, the 

easier it is to exploit the finding and, therefore, the more likely it is to be exploited. 

Rating Definition 

HIGH 
Exploitation is easily accomplished using freely and readily available tools, techniques, and 

exploits. 

MODERATE 
Exploitation is moderately accomplished using a combination of freely available and 

custom tools, techniques, and exploits. 

LOW 
Exploitation is difficult to accomplish and requires a significant investment of time to 

develop custom tools, techniques, and exploits. 

Level of Risk 

 MAGNITUDE OF IMPACT 

EASE OF 

EXPLOITATION 

 HIGH MODERATE LOW 

HIGH HIGH MODERATE MODERATE 

MODERATE MODERATE MODERATE LOW 

LOW MODERATE LOW LOW 

Security Findings that are noteworthy but do not have an associated risk are labeled as Informational. Informational 

Security Findings are not inherently usable as attack vectors but may have associated operational excellence 

recommendations for implementing additional technical safeguards and controls. 
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Risk Results Key 

 

Pertinent, insightful metrics accompany the title bar of each noteworthy risk.  

 

 

 

 Risk Title Bar 

o Risk Title Description 

 Contains a brief description of the pertinent risk. 

o OWASP Category 
 Defines the OWASP category to which the risk belongs. 

o Risk Status 
 Specifies if the risk was detected or exploited. In many situations, a high severity risk is detected 

but not exploited due to the potential service impact to a production system and subsequent 

violation of the project Rules of Engagement (RoE). 

 In some cases of a service-impactful risk, a proof-of-concept exploit can be safely performed. 

o QoD (Quality of Detection) 
 For "Detected" but not exploited risks, QoD is a value between 0% and 100% (i.e., confidence) that 

ranks the reliability of the executed network vulnerability test or fingerprinted information system.  

o Impact 

 The Impact rating is a measure of the damage each weakness could inflict on the organization and 

is based on access, data, etc., obtained through exploitation.  

o Ease 
 The Ease rating measures the degree of difficulty for exploiting each finding. The higher the rating, 

the easier it is to exploit the finding and, therefore, the more likely it is to be exploited. 

o Risk 
 The Risk rating is based largely upon the potential negative impact to the pertinent environment 

combined with the ease of exploitation as illustrated in the matrix on the previous page. 
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 Risk Body 

o Summary 
 Contains a high-level overview of the risk description. 

o Risk Detection Result(s) 
 Demonstrates evidence that the risk exists, showcases exploitation if exploitation was performed. 

o Technical Insight 
 Provides in-depth technical insight into the risk and how it works. 

o Risk Mitigation Recommendation(s) 
 Gives recommendations on how to best mitigate this risk. 

o Reference(s) 
 Lists useful outside references that elaborate on the risk and/or provide additional mitigation 

recommendations. 

o Affected Endpoint(s) 
 Lists every endpoint detected as being affected by this risk. 
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Penetration Testing Summary 

Illustrated Overview of Risk Details 

 

 
 

Point of Contact 
Name 

Pavithra 

Indrasekaramunibabu 

Pentesting 
Timeframe 

September 17, 2024 - October 11, 2024 

Point of Contact 
Phone 

N/A 
Point of Contact 

Email 
pavithra.indrasekaramunibabu6@ com 

 

 

0 4 4 0 
High Moderate Low Informational 

    

 

Summary of Risk Results 

Risk Title Description Affected Endpoint(s) 

Large Language Model (LLM) Provides Unsafe 
Output 

pcadatafilter.postcallpoc. com/get 

Personal Identifiable Information (PII) in 
Conversation Logs 

pcadatafilter.postcallpoc. com/get 

Insecure TLS 1.2 Cipher Suites pcadatafilter.postcallpoc. com 

Missing Content Security Policy (CSP) Header pcadatafilter.postcallpoc. com 

Missing HTTP Strict Transport Security (HSTS) 
Header 

pcadatafilter.postcallpoc. com 

Missing or Ineffective Web Application Firewall 
(WAF) 

pcadatafilter.postcallpoc. com 

Verbose Exposure of Server Information pcadatafilter.postcallpoc. com 

Third-Party Scripts Missing Subresource Integrity 
(SRI) 

pcadatafilter.postcallpoc. com 
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Penetration Testing Narrative 
 

 contracted Abacus Group to replicate a malicious actor's role and vantage point in attempting to exploit the 

highest risk vulnerabilities in   of Transcripts Large Language Model (LLM) along with its 

associated web application. This process began with a series of reconnaissance activities to gather information about the 

application, APIs, and their supporting infrastructure. The purpose was to gain an understanding of key attack vectors prior 

to launching any active vulnerability analysis or attempted exploits on the in-scope systems. 

The systems in scope of OWASP LLM security penetration testing included: 

 pcadatafilter.postcallpoc. com 

Abacus Group utilized the following provisioned virtual machines to conduct all penetration testing:  

 

Machine Name Source IP Address MAC Address 

CPC-Denni-LLL7H 10.94.131.197 60-45-BD-D5-36-A5 

 

 application team provided Abacus Group with an in-depth application walkthrough demonstrating the 

application's main functionality, business use cases, and general architecture before the penetration testing began. The 

 of Transcripts application is designed to provide Retrieval Augmented Generation (RAG) of call 

transcripts and their overall themes. This platform aims to provide valuable insights into trends observed in  

customer experience, all without manual review and classification of call transcripts. 

 

Abacus Group was provided with the following test accounts to utilize during testing:  

 

Username Role 

THA001  User 

 

Abacus Group began the engagement by employing both active and passive analysis techniques to collect as much 

identifying information as possible about  attack surface. This fingerprinting process involved collecting details  

of open TCP/UDP ports, listening services, specific software versions, operating system identifiers, and more. Validation 

was performed using both automated tools and manual inspection. 

 

To begin fingerprinting the host, Abacus Group leveraged an in-house tool named “Wendigo”. This tool was designed to 

perform a comprehensive initial analysis while also scanning for common misconfigurations of web application 

deployments. The Wendigo tool also integrates with widely used libraries such as WAFW00F for Web Application Firewall 

(WAF) fingerprinting and SSLyze for TLS/SSL detection. Using this tool, Abacus Group first checked whether insecure 

TLS/SSL versions or deprecated TLS cipher suites were supported. 

 

 
Wendigo – SSLyze was utilized to perform TLS/SSL inspection of the web application’s host 
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Abacus Group found that the application host utilized deprecated AES-CBC cipher suites. Support is no longer 

recommended for ciphers that utilize Advanced Encryption Standard (AES) in Cipher Block Chaining (CBC) mode, as this 

configuration is inherently vulnerable to timing attacks, such as the Lucky Thirteen class of attacks. Additionally, cipher 

suites utilizing RSA without Ephemeral Elliptic Curve Diffie-Hellman (ECDHE) are not recommended, as the RSA key 

exchange lacks Perfect Forward Secrecy (PFS). This means that, if an attacker were to compromise the RSA private key, all 

previously encrypted communications could be decrypted. It is instead recommended to consider utilizing TLS 1.3 or to 

utilize TLS 1.2 with AES in Galois/Counter Mode (GCM) with ECDHE RSA for key exchange. 

 

 
Wendigo – A series of deprecated cipher suites were detected through automated scanning 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SSLyze – Support for the deprecated cipher suites was manually confirmed 
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Abacus Group next checked for misconfigurations involving the exposure of common port numbers. These checks not only 

attempted to force connections to common ports on the target host, but also attempted to bypass firewall restrictions by 

binding to these ports. Abacus Group found that no additional services were exposed on the target host beyond the 

expected HTTP services.  

 

 
Visual Studio Code – A subset of the most common ports was leveraged to scan for unintentionally exposed services 

 

 
Wendigo – Attempts were also made to bind common ports, which may be excessively permitted through firewall rules 

 

 
Wendigo – All port-based attacks failed against the web application’s host 

 

Limited enumeration attacks were also performed against the web application. Enumerating commonly named files and 

directories can sometimes expose backend secrets or administrative panels, though in this case, no instances of either were 

found on the server. 

 

 
VS Code – A subset of commonly-exposed file paths was used for enumeration 
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VS Code – A subset of commonly-exposed directory paths was used for enumeration 

 

 
Wendigo – No sensitive endpoints or files were discovered during enumeration 

 

Abacus Group then confirmed whether the web application implemented the recommended security headers. Abacus 

Group found that the web application host did not specify a "Content-Security-Policy" (CSP) header. This security header 

provides an explicit policy specifying acceptable origins from which various site components may be loaded. This adds an 

important layer of security that helps to protect against certain classes of attacks, like Cross-Site Scripting (XSS), 

Clickjacking, and Subresource Integrity violations. In most cases, a well-defined CSP can completely take the place of 

certain older security headers, such as "X-Frame-Options" and "X-XSS-Protection". 

 

Abacus Group additionally noted that the web application host did not specify an HTTP "Strict-Transport-Security" (HSTS) 

header. Without HSTS, browsers may default to using insecure HTTP connections even if the site is available over HTTPS. 

This can allow attackers to perform downgrade attacks, forcing users to connect over an unencrypted HTTP connection, 

and can expose sensitive information like login credentials or personal data. HSTS can be used to ensure that browsers 

only connect to the site using encrypted HTTPS connections. 

 

 
Wendigo – Automated scanning detected the missing security headers (1/2) 

 

 
Wendigo – Automated scanning detected the missing security headers (2/2) 
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Burp Suite –The server’s response was manually reviewed for confirmation of the missing security headers 

 

During manual confirmation of missing security headers, Abacus Group documented that the application's "Server" header 

also exposed the backend server’s use of Python (3.11.10) and Werkzeug (3.0.4). Although it is recommended that the 

"Server" header be removed, it may be possible that the application was deployed using the Flask framework's built-in 

HTTP server. If the application currently utilizes Flask's server, it is recommended to switch to a production-grade server 

such as Green Unicorn (GUnicorn). The combination of these changes will limit the amount of server information available 

to malicious actors. 

 

 
Burp Suite – Verbose exposure of server information was observed in the “Server” response header 
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Payloads were then submitted to check whether Server-Side Request Forgery (SSRF) attacks could be successful against 

the backend server. SSRF flaws occur when a web application fetches a remote resource without validating the user-

supplied URL. It allows an attacker to coerce the application to send a crafted request to an unexpected destination, even 

when protected by a firewall, VPN, or other types of network access control list (ACL). Attempting to trigger SSRF against 

 web application did not lead to any successful information disclosure, authorization bypass, or code execution. 

This included inserting local and remote destinations in query parameters, body parameters, or request headers. 

 

 
Wendigo – Low-level SSRF payloads were submitted to the application server 

 

 
Wendigo – None of the supplied SSRF payloads were requested by the remote server, indicating that the payloads failed  

 

Abacus Group next evaluated whether the web application host utilized a Web Application Firewall (WAF) to block 

malicious payloads. This was discovered by analyzing the server’s response to overtly malicious payloads. It appeared that 

all payloads were received and processed by the server, indicating that a WAF was not present or was not providing proper 

protection. Although this is not a direct threat, it does increase the likelihood that malicious payloads will reach the API 

without proper filtering. It is recommended to implement a WAF and enforce basic protections, especially considering that 

incoming requests may come from a variety of different sources and systems. 

 

 
Wendigo – Initial analysis showed that all malicious payloads were not blocked and reached the backend server 
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WAFW00F – No WAF protections were observed during manual confirmation  

 

As a final step of semi-automated testing, Abacus Group confirmed that certain third-party scripts were included in the 

page without a Subresource Integrity (SRI) hash. Without SRI, it may be possible for a Man-in-the-Middle (MitM) malicious 

actor to intercept requests for third-party scripts and respond instead with malicious payloads. This could result in stolen 

user sessions or actions performed on behalf of the affected users. It is recommended that all scripts hosted by third-

parties have SRI hashes to prevent the execution of unexpected client-side code. 

 

 
Wendigo – One third-party script was imported without the necessary SRI checks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Burp Suite – JQuery was imported from third-party sources without an SRI hash 
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Moving to perform targeted testing of the application, Abacus Group validated whether a session token was required to 

make requests to the web application or converse with the LLM. If proper authentication mechanisms are not enforced, it 

may be possible for a malicious actor to view call transcript information or to artificially drive up the LLM’s usage costs by 

repeatedly inquiring the model. In cases where the token was modified or removed, the server rejected the requests 

stating that the session has expired. 

 

 
Burp Suite – When a session token was omitted from the request, the server rejected the request, indicating an expired session  

 

 
Burp Suite – When a modified session token was supplied, the server rejected the request, indicating an expired session 
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As noted previously, the application’s primary use was to provide users a method for conversing with the LLM using 

Retrieval Augmented Generation (RAG). The RAG mode of operation provides the LLM with a repository of source 

material, in this case call transcripts, which are then used as a knowledge base and source for the LLM’s responses. Abacus 

Group began evaluation of the model, its system prompt, and guard rails by asking questions unrelated to the intended use 

case. 

 

 
RAG – Requests made on topics outside of the intended use case were mostly rejected 

 

 
RAG – However, if requests were made with the right context, it was possible to manipulate the LLM into 

providing useful responses 

 

Although most off-topic requests were rejected by the LLM, Abacus Group attempted to determine whether the context 

of the message could trick the LLM into classifying such a request as intended use. To demonstrate this in a harmless 

manner, Abacus Group tried to convince the LLM to produce a Haiku to improve customer experience. After some failed 

attempts, this request was eventually accepted and completed by the LLM.  

 

 
 RAG – Simpler obfuscation was not sufficient and rejected by the LLM 
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 RAG – By obfuscating the request within a message which largely complies with the intended use case, it was 

possible to trick the LLM into generating content outside of its scope 

 

Expanding on this prompt, Abacus Group attempted to leverage its verbiage to incite dangerous output from the LLM. It 

was first attempted to have the LLM produce the formula necessary to produce chlorine gas. This request was chosen for 

its relatively simple combination of chemicals whose formula is clearly irrelevant to the LLM’s intended use case. Despite 

utilizing the wrapper prompt which worked prior, the request was rejected by the LLM as being “highly inappropriate and 

dangerous.” 

 

 
RAG – An outright request for information on the production of chlorine gas was rejected by the LLM as being 

“highly inappropriate and dangerous” 
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Although the plain-text wrapper was not successful, Abacus Group found that it was possible to coerce the LLM into 

providing instructions for creating chlorine gas, and unsolicited instructions on the production of chloroform, if the request 

was first encoded as Base64. The generation of harmful content highlights the risk of over-reliance on LLM outputs 

without sufficient guardrails, as a malicious actor may leverage this information to engage in illegal or dangerous activities. 

It is recommended that both a strict system prompt and output filtering be performed to prevent the generation of harmful 

or unapproved content. One such solution could be to screen output using an adversarial model, one which evaluates 

whether the generated content is compliant with the expected use case and is safe for presentation to the user. An 

alternative approach, especially effective for locally-hosted models, could be to prune the model's knowledge so that only 

model nodes relevant to the intended task are present. 

 

 
CyberChef – The blocked request was simplified and encoded into Base64 before being fed to the LLM 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 RAG – In its Base64 form, the request was honored by the LLM, including unsolicited instructions on how to 

produce chloroform  
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The next focus of testing was whether the LLM could expose its own system prompt which could allow for targeted 

bypasses. In some cases, it may be possible for the LLM to expose the initial system prompt when asked, which can expose 

information necessary to circumvent or invert restrictions suggested by the system prompt. Based on output from the 

LLM, it appeared that the model was not capable of providing knowledge of the system prompt to the user. 

 

 
RAG – The LLM was not aware of an initial system prompt relative to the conversation 

 

Having evaluated the model’s jailbreak capability, Abacus Group then attempted to use the RAG to pinpoint sensitive 

information such as passwords or Social Security Numbers (SSNs) in the call transcripts. Although most Personal 

Identifiable Information (PII) was censored, due to the way calls are transcribed and PII removal is performed, there were 

certain instances where customer names, birth dates, addresses, and SSNs were partially or fully revealed. If the Speech-

to-Text (STT) model interprets spoken numbers as their word equivalent, for instance "one" or "twenty" instead of "1" and 

"20", these words were not scrubbed from the conversation logs: allowing for partial or full exposure of numeric values. It 

also did not appear possible for the existing PII filter to remove addresses and customer names. In one such transcript, the 

combination of these exposures allowed Abacus Group to obtain the customer's full name, address, date of birth, and 

partial SSN. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 RAG Source – In most conversations, meaningful PII was replaced with the placeholder “[PII]” 
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 RAG – It was possible to filter conversations which expose the customers’ addresses 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sources – By querying the RAG for additional sources, it was possible to identify instances where a significant 

portion of the customer’s PII was revealed without censorship (1/2) 
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 Sources - By querying the RAG for additional sources, it was possible to identify instances where a significant 

portion of the customer’s PII was revealed without censorship (2/2) 

 

Since the nature of the backing LLM is remotely hosted, Abacus Group believes that the opportunity for model theft 

(LLM10), insecure plugin design (LLM07), supply chain vulnerabilities (LLM05), and training data poisoning (LLM03) pose 

little risk to  implementation of the model in the  web application. With this said, there still 

exist opportunities for the model to produce dangerous output and disclose sensitive information from the large collection 

of source documents. It is recommended not only that the model have a strict system prompt to guide its generated 

output, but also that the output itself be screened by an adversarial model to ensure compliance with the intended use 

case. 

 

It is further recommended that the web application’s configuration be updated to match the recommended best-practices, 

such as the implementation of a Web Application Firewall (WAF), specification of security headers, and use of Subresource 

Integrity (SRI) hashes for third-party scripts. Abacus Group believes that the combination of these changes will address the 

most common web application attack vectors. 

 

Having concluded penetration testing activities, Abacus Group assessed that  in-scope web application, 

associated API endpoints, and LLM implementation collectively had 4 moderate-risks and 4 low-risks. However, no access 

to the underlying server infrastructure was obtained, nor could any potentially sensitive data be modified. 
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Risk Details 
 

Large Language Model (LLM) Provides Unsafe Output 
LLM01-Prompt Injection 

 Exploited – Impact: Moderate – Ease: Moderate – Risk: Moderate 

 

Summary: 
Abacus Group found that it was possible to coerce the Large Language Model (LLM) into providing output instructions for 

creating dangerous chemical compounds. The generation of harmful content highlights the risk of over-reliance on LLM 

outputs without sufficient guardrails, as a malicious actor may leverage this information to engage in illegal or dangerous 

activities. It is recommended that both a strict system prompt and output filtering be performed to prevent the generation 

of harmful or unapproved content. One such solution could be to screen output using an adversarial model, one which 

evaluates whether the generated content is compliant with the expected use case and is safe for presentation to the user. 

An alternative approach, especially effective for locally-hosted models, could be to prune the model's knowledge so that 

only model nodes relevant to the intended task are present. 

 

Risk Detection Result(s): 

 

 
RAG – An outright request for information on the production of chlorine gas was rejected by the LLM as being 

“highly inappropriate and dangerous” 

 

 
CyberChef – The blocked request was simplified and encoded into Base64 before being fed to the LLM 
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 RAG – In its Base64 form, the request was honored by the LLM, including unsolicited instructions on how to 

produce chloroform  

 

Risk Mitigation Recommendation(s): 
 Ensure that a strict system prompt is provided to guide the model's output and limit its generated content to 

acceptable responses.  

 Consider screening output using an adversarial model, one which evaluates whether the generated content is 

compliant with the expected use case and is safe for presentation to the user.  

 Alternatively, prune the model's knowledge so that only model nodes relevant to the intended task are present.  

 

Reference(s): 
https://developer.nvidia.com/blog/how-to-prune-and-distill-llama-3-1-8b-to-an-nvidia-llama-3-1-minitron-4b-model/ 

https://github.com/locuslab/wanda 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com/get 
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Personal Identifiable Information (PII) in Conversation Logs 
LLM06-Sensitive Information Disclosure 

 Exploited – Impact: Moderate – Ease: Moderate – Risk: Moderate 

 

Summary: 
Abacus Group found that by leveraging the Retrieval-Augmented Generation (RAG) functionality, it was possible to obtain 

Personal Identifiable Information (PII) from conversation logs. Due to the way calls are transcribed and PII removal is 

performed, there were certain instances where customer names, birth dates, addresses, and Social Security Numbers 

(SSNs) were partially or fully revealed. If the Speech-to-Text (STT) model interprets spoken numbers as their word 

equivalent, for instance "one" or "twenty" instead of "1" and "20", these words were not scrubbed from the conversation 

logs: allowing for partial or full exposure of numeric values. It also did not appear possible for the existing PII filter to 

remove addresses and customer names. In one such transcript, the combination of these exposures allowed Abacus Group 

to obtain the customer's full name, address, date of birth, and partial SSN. 

 

Risk Detection Result(s): 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 RAG Source – In most conversations, meaningful PII was replaced with the placeholder “[PII]” 

 

 
 RAG – It was possible to filter conversations which expose the customers’ addresses 
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 Sources – By querying the RAG for additional sources, it was possible to identify instances where a significant 

portion of the customer’s PII was revealed without censorship  (1/2) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Sources - By querying the RAG for additional sources, it was possible to identify instances where a significant 

portion of the customer’s PII was revealed without censorship (2/2) 

 

Risk Mitigation Recommendation(s): 
 Perform additional filtering to remove customer names from the conversation logs. 

 Perform additional filtering to remove state names from the conversation logs.  

 Perform additional filtering to remove all instances of number words from conversation logs. 

 Consider screening LLM output using an adversarial model, one which evaluates whether the generated 

transcriptions are without Personal Identifiable Information (PII). 

 

Reference(s): 
https://genai.owasp.org/llmrisk/llm06-sensitive-information-disclosure/ 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com/get 
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Insecure TLS 1.2 Cipher Suites 
A2:2021-Cryptographic Failures 

 Detected: (QoD 85%) – Impact: Moderate – Ease: Moderate – Risk: Moderate 

 

Summary: 
Abacus Group found that the application host utilized deprecated AES-CBC cipher suites. Support is no longer 

recommended for ciphers that utilize Advanced Encryption Standard (AES) in Cipher Block Chaining (CBC) mode, as this 

configuration is inherently vulnerable to timing attacks, such as the Lucky Thirteen class of attacks. Additionally, cipher 

suites utilizing RSA without Ephemeral Elliptic Curve Diffie-Hellman (ECDHE) are not recommended, as the RSA key 

exchange lacks Perfect Forward Secrecy (PFS). This means that, if an attacker were to compromise the RSA private key, all 

previously encrypted communications could be decrypted. It is instead recommended to consider utilizing TLS 1.3 or to 

utilize TLS 1.2 with AES in Galois/Counter Mode (GCM) with ECDHE RSA for key exchange. 

 

Risk Detection Result(s): 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SSLyze – Support for the deprecated cipher suites was manually confirmed 

 

Risk Mitigation Recommendation(s): 
 Adjust the existing TLS 1.2 configuration to use the recommended cipher suites: 

 ECDHE-ECDSA-AES128-GCM-SHA256 

 ECDHE-RSA-AES128-GCM-SHA256  

 ECDHE-ECDSA-AES256-GCM-SHA384 

 ECDHE-RSA-AES256-GCM-SHA384 

 ECDHE-ECDSA-CHACHA20-POLY1305 

 ECDHE-RSA-CHACHA20-POLY1305  

 Additionally configure the following TLS parameters: 

 TLS curves: X25519, prime256v1, secp384r1 

 Certificate type: ECDSA (P-256) (recommended), or RSA (2048 bits) 

 Certificate lifespan: 90 days (recommended) to 366 days 

 Cipher preference: Client chooses 

 

Reference(s): 
https://wiki.mozilla.org/Security/Server_Side_TLS 

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Security_Cheat_Sheet.html 

https://nvd.nist.gov/vuln/detail/CVE-2013-0169 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com 
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Missing Content Security Policy (CSP) Header 
A5:2021-Security Misconfiguration 

 Detected: (QoD 85%) – Impact: Moderate – Ease: Moderate – Risk: Moderate 

 
Summary: 
Abacus Group found that the web application host did not specify a "Content-Security-Policy" (CSP) header. This security 

header provides an explicit policy specifying acceptable origins from which various site components may be loaded. This 

adds an important layer of security that helps to protect against certain classes of attacks, like Cross-Site Scripting (XSS), 

Clickjacking, and Subresource Integrity violations. In most cases, a well-defined CSP can completely take the place of 

certain older security headers, such as "X-Frame-Options" and "X-XSS-Protection". 

 

Risk Detection Result(s): 

 

 
Burp Suite – A CSP header was not found in the server’s response headers  

 

Risk Mitigation Recommendation(s): 
 Implement a CSP header on all frontend web application endpoints. 

 Consider the following as a baseline CSP configuration: 

 Setting base-uri to “none” or “self” 

 Setting form-action to “none” or “self” to mitigate formjacking 

 Setting frame-ancestors to “none” or “self” to mitigate clickjacking  

 Strictly defining the following directives, setting them to relevant origins only: script-src, style-src, img-src, 

object-src, connect-src, font-src  

 Avoiding “unsafe-eval” and “unsafe-inline” unless inline scripts are necessary, in which case implement 

nonces 

 Implementing “upgrade-insecure-requests” to better enforce the use of HTTPS 

 

Reference(s): 
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP 

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy 

https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html 

https://content-security-policy.com/ 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com 
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Missing HTTP Strict Transport Security (HSTS) Header 
A5:2021-Security Misconfiguration 

 Detected: (QoD 85%) – Impact: Low – Ease: Low – Risk: Low 

 

Summary: 
Abacus Group found that the web application host did not specify an HTTP "Strict-Transport-Security" (HSTS) header. 

Without HSTS, browsers may default to using insecure HTTP connections even if the site is available over HTTPS. This can 

allow attackers to perform downgrade attacks, forcing users to connect over an unencrypted HTTP connection, and can 

expose sensitive information like login credentials or personal data. HSTS can be used to ensure that browsers only 

connect to the site using encrypted HTTPS connections. 

 

Risk Detection Result(s): 

 

 
Burp Suite – An HSTS header was not found in the server’s response headers  

 

Risk Mitigation Recommendation(s): 
 Configure the host to implement an HSTS header with a "max-age" of at least two years (63072000 seconds). 

 

Reference(s): 
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com 

  



 

 
29 

Missing or Ineffective Web Application Firewall (WAF) 
A5:2021-Security Misconfiguration 

 Detected: (QoD 85%) – Impact: Low – Ease: Low – Risk: Low 

 

Summary: 
Abacus Group found that the web application host did not utilize a Web Application Firewall (WAF). This was discovered 

by analyzing the server’s response to overtly malicious payloads. It appeared that all payloads were received and processed 

by the server, indicating that a WAF was not present or was not providing proper protection. Although this is not a direct 

threat, it does increase the likelihood that malicious payloads will reach the API without proper filtering. It is recommended 

to implement a WAF and enforce basic protections, especially considering that incoming requests may come from a variety 

of different sources and systems. 

 

Risk Detection Result(s): 

 

 
Wendigo – Initial analysis showed that all malicious payloads were not blocked and reached the backend server 

 

 
WAFW00F – No WAF protections were observed during manual confirmation  

 

Risk Mitigation Recommendation(s): 
 Implement a Web Application Firewall (WAF) to protect the backend hosts from malicious payloads.  

 If a WAF is currently present, review its rules to ensure that protections against malicious payloads are properly 

configured. 

 

Reference(s): 
https://owasp.org/www-community/Web_Application_Firewall 

https://cheatsheetseries.owasp.org/cheatsheets/Secure_Cloud_Architecture_Cheat_Sheet.html#web-application-firewall 

https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com 
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Verbose Exposure of Server Information 
A5:2021-Security Misconfiguration 

 Detected: (QoD 85%) – Impact: Low – Ease: Low – Risk: Low 

 

Summary: 
Abacus Group found that by reviewing the application's "Server" header, it was possible to determine that the backend 

server used Python (3.11.10) and Werkzeug (3.0.4). Although it is recommended that the "Server" header be removed, it 

may be possible that the application was deployed using the Flask framework's built-in HTTP server. If the application 

currently utilizes Flask's server, it is recommended to switch to a production-grade server such as Green Unicorn 

(GUnicorn). The combination of these changes will limit the amount of server information available to malicious actors. 

 

Risk Detection Result(s): 

 

 
Burp Suite – Verbose exposure of server information was observed in the “Server” response header 

 

Risk Mitigation Recommendation(s): 
 Remove the "Server" header from outgoing responses or replace the header with an empty value.  

If the application was deployed using Flask's built-in HTTP server, instead utilize a production-grade server such as 

Green Unicorn (GUnicorn). 

 

Reference(s): 
https://docs.gunicorn.org/en/latest/install.html 

https://docs.gunicorn.org/en/latest/run.html 

https://clouddocs.f5.com/api/irules/HTTP__header.html 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/modifying-response-headers.html 

https://learn.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com 
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Third-Party Scripts Missing Subresource Integrity (SRI) 
A8:2021-Software and Data Integrity Failures 

 Detected: (QoD 85%) – Impact: Low – Ease: Low – Risk: Low 

 

Summary: 
Abacus Group found that certain third-party scripts were included in the page without sufficient integrity checks. Without 

SRI, it may be possible for a Man-in-the-Middle (MitM) malicious actor to intercept requests for third-party scripts and 

respond instead with malicious payloads. This could result in stolen user sessions or actions performed on behalf of the 

affected users. It is recommended that all scripts hosted by third-parties have SRI hashes to prevent the execution of 

unexpected client-side code. 

 

Risk Detection Result(s): 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Burp Suite – JQuery was imported from third-party sources without an SRI hash 

 

Risk Mitigation Recommendation(s): 
 Implement Subresource Integrity (SRI) hashes for all third-party scripts used by the application. 

 This can be done by adding a base64-encoded SHA256, SHA384, or SHA512 hash of the scripts’ intended 

content. 

 

Reference(s): 
https://developer.mozilla.org/en-US/docs/Web/Security/Subresource_Integrity 

 

Affected Endpoint(s): 
pcadatafilter.postcallpoc. com 
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Conclusion 
 

While Abacus Group makes the best effort to rank the severity of vulnerabilities, it is not possible for any assessment to 

guarantee that low-risk issues cannot be chained together to significantly impact the   of 

Transcripts web application. All risk ratings in this report are a combination of industry-standard rating and as 

considerations for unique business risks as identified by Abacus Group. Special consideration should also be given to the 

fact that multiple low-risk issues may compound into higher-risk threats. 

 

Since the nature of the backing LLM is remotely hosted, Abacus Group believes that the opportunity for model theft 

(LLM10), insecure plugin design (LLM07), supply chain vulnerabilities (LLM05), and training data poisoning (LLM03) pose 

little risk to  implementation of the model in the  web application. With this said, there still 

exist opportunities for the model to produce dangerous output and disclose sensitive information from the large collection 

of source documents. It is recommended not only that the model have a strict system prompt to guide its generated 

output, but also that the output itself be screened by an adversarial model to ensure compliance with the intended use 

case. 

 

It is further recommended that the web application’s configuration be updated to match the recommended best-practices, 

such as the implementation of a Web Application Firewall (WAF), specification of security headers, and use of Subresource 

Integrity (SRI) hashes for third-party scripts. Abacus Group believes that the combination of these changes will address the 

most common web application attack vectors. 

 

Having concluded penetration testing activities, Abacus Group assessed that  in-scope web application, 

associated API endpoints, and LLM implementation collectively had 4 moderate-risks and 4 low-risks. However, no access 

to the underlying server infrastructure was obtained, nor could any potentially sensitive data be modified. 

 

It is important to note that the risk mitigation recommendations contained in this report reflect industry best practices and 

Abacus Group’s limited knowledge of   of Transcripts application. Abacus Group does not 

warrant the compatibility or operational effectiveness of the risk mitigation recommendations provided in this report, as 

Abacus Group does not have any understanding of the nuances and caveats of   of Transcripts 

web application. Abacus Group highly recommends that  technology department assess the compatibility and 

operational effectiveness of the risk mitigation recommendations provided in this report and use a change management 

process to validate, plan, and implement remediation changes in a UAT environment first.  

 

 

 
 

 

 

 

 
 

 

 

 

 
 

 

 

 

 
 

 

 



 

 
33 

OWASP Large Language Model (LLM) Vulnerability Category Definitions 
 

LLM01 – Prompt Injection 

Prompt Injection Vulnerability occurs when an attacker manipulates a large language model (LLM) through crafted inputs, 

causing the LLM to unknowingly execute the attacker’s intentions. This can be done directly by “jailbreaking” the system 

prompt or indirectly through manipulated external inputs, potentially leading to data exfiltration, social engineering, and other 

issues. 

 

LLM02 – Insecure Output Handling 

Insecure Output Handling refers specifically to insufficient validation, sanitization, and handling of the outputs generated by 

large language models before they are passed downstream to other components and systems. Since LLM-generated content 

can be controlled by prompt input, this behavior is similar to providing users indirect access to additional functionality . 

 

LLM03 – Training Data Poisoning 

The starting point of any machine learning approach is training data, simply “raw text”. To be highly capable (e.g., have 

linguistic and world knowledge), this text should span a broad range of domains, genres and languages. A large language 

model uses deep neural networks to generate outputs based on patterns learned from training data.  

 

LLM04 – Model Denial of Service 

An attacker interacts with an LLM in a method that consumes an exceptionally high amount of resources, which results in a 

decline in the quality of service for them and other users, as well as potentially incurring high resource costs. Furthermore, an 

emerging major security concern is the possibility of an attacker interfering with or manipulating the context window of an 

LLM. 

 

LLM05 – Supply Chain Vulnerabilities 

The supply chain in LLMs can be vulnerable, impacting the integrity of training data, ML models, and deployment platforms. 

These vulnerabilities can lead to biased outcomes, security breaches, or even complete system failures. Traditionally, 

vulnerabilities are focused on software components, but Machine Learning extends this with the pre-trained models and 

training data supplied by third parties susceptible to tampering and poisoning attacks. 

 

LLM06 – Sensitive Information Disclosure 

LLM applications have the potential to reveal sensitive information, proprietary algorithms, or other confidential details 

through their output. This can result in unauthorized access to sensitive data, intellectual property, privacy violations, an d 

other security breaches. 

 

LLM07 – Insecure Plugin Design 

LLM plugins are extensions that, when enabled, are called automatically by the model during user interactions. They are 

driven by the model, and there is no application control over the execution. Furthermore, to deal with context-size limitations, 

plugins are likely to implement free-text inputs from the model with no validation or type checking. This allows a potential 

attacker to construct a malicious request to the plugin, which could result in a wide range of undesired behaviors, up to and 

including remote code execution. 

 

LLM08 – Excessive Agency 

An LLM-based system is often granted a degree of agency by its developer – the ability to interface with other systems and 

undertake actions in response to a prompt. The decision over which functions to invoke may also be delegated to an LLM 

‘agent’ to dynamically determine based on input prompt or LLM output. 

 

LLM09 – Overreliance 

Overreliance can occur when an LLM produces erroneous information and provides it in an authoritative manner. While LLMs 

can produce creative and informative content, they can also generate content that is factually incorrect, inappropriate or 

unsafe. This is referred to as hallucination or confabulation. 

 

LLM10 – Model Theft 

This entry refers to the unauthorized access and exfiltration of LLM models by malicious actors or APTs. This arises when the  

proprietary LLM models (being valuable intellectual property), are compromised, physically stolen, copied or weights and 

parameters are extracted to create a functional equivalent. 
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OWASP Web Application Vulnerability Category Definitions 
 

A01:2021 – Broken Access Control 

Access control enforces policy to prevent users from acting outside of their intended permissions. Failures typically lead to 

unauthorized information disclosure, information modification, destruction of all data, or performing a business function outside of 

the user's permissions. 

 

A02:2021 – Cryptographic Failures 

Many web applications and APIs do not properly protect sensitive data, such as financial, healthcare, and PII. Attackers may steal 

or modify such weakly protected data to conduct credit card fraud, identity theft, or other crimes. Sensitive data may be 

compromised without extra protection, such as encryption at rest, or in transit, and requires special precautions when exchanged 

with the browser. 

 

A03:2021 – Injection 

An application is vulnerable to injection attacks when user-supplied data is not validated, filtered, or sanitized by the application, 

dynamic queries or non-parameterized calls without context-aware escaping are used directly in the interpreter, hostile data is 

used within object-relational mapping (ORM) search parameters, or when hostile data is directly used or concatenated. 

 

A04:2021 – Insecure Design 

Insecure design is a broad category that represents different types of weaknesses, expressed as “missing or ineffective control 

design.” There is a difference between insecure design and insecure implementation. One of the factors that contributes to 

insecure design is the lack of business risk profiling inherent in the software or system being developed, and thus there is a fai lure 

to determine what level of security design is required. 

 

A05:2021 – Security Misconfiguration 

Security misconfiguration is the most commonly seen issue. This is often a result of insecure default configurations, incomplete or 

ad hoc configurations, open cloud storage, misconfigured HTTP headers, and verbose error messages containing sensitive 

information. Not only must all operating systems, frameworks, libraries, and applications be securely configured, but they must be  

patched and upgraded in a timely fashion. 

 

A06:2021 – Vulnerable and Outdated Components 

Components, such as libraries, frameworks, and other software modules, run with the same privileges as the application. If a 

vulnerable component is exploited, such an attack can facilitate serious data loss or server takeover. Applications and APIs using 

components with known vulnerabilities may undermine application defenses and enable various attacks and impacts. 

 

A07:2021 – Identification and Authentication Failures 

Application functions related to authentication and session management are often implemented incorrectly, allowing attackers to 

compromise passwords, keys, session tokens, or to exploit other implementation flaws in order to assume other users’ identiti es, 

temporarily or permanently. 

 

A08:2021 – Software and Data Integrity Failures 

Software and data integrity failures relate to code and infrastructure that does not protect against integrity violations. An  example 

of this is a CI/CD pipeline that doesn’t verify integrity, or where an application relies upon plugins, libraries, and mod ules from 

untrusted sources, repositories, and content delivery networks (CDNs). 

 

A09:2021 – Security Logging and Monitoring Failures 

Insufficient logging and monitoring, coupled with missing or ineffective integration with incident response, allows attackers  to 

further attack systems, maintain persistence, pivot to more systems, and tamper, extract, or destroy data. Most breach studie s 

show that it takes on average over 200 days to detect a breach, and the breach is typically detected by external parties rath er 

than internal processes or monitoring. 

 

A10:2021 – Server-Side Request Forgery 

SSRF flaws occur whenever a web application is fetching a remote resource without validating the user-supplied URL. It allows an 

attacker to coerce the application to send a crafted request to an unexpected destination, even when protected by a firewall,  VPN, 

or other type of network access control list (ACL). 


